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ELECTRONIC EVIDENCE

Evidence means and includes

all documents including

electronic records produced for

inspection of the court.
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ELECTRONIC EVIDENCE

Electronic record means

data record or data

generated , image or

sound stored, received or

sent in an electronic form

or micro film or computer

generated attachment.
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ELECTRONIC EVIDENCE IS FOUND IN

1)E-mails.

2)Photographs.

3)ATM transaction Logs.

4)Word Processing Documents.

5)Instant Message History.

6) Files Saved from Accounting Programs.

7)Spreadsheets.

8) Internet Browser History.

9)Databases.
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Continued...

10) Contents of Computer Memory.

11) Computer Backup.

12) Computer Printouts.

13) Global Positioning System Tracks.

14) Logs from a Electronic Door Locks.

15) Digital Video or Audio Files.
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LEGAL RECOGNITION OF ELECTRONIC RECORDS

 The law provides that information or any other matter shall be

in writing or in typewritten or printed form, then, not

withstanding anything contained in law, such requirement shall

be deemed to have been satisfied if such information or matter

is-

1)provided made available in electronic form.

2)accessible so as to be usable for subsequent reference.
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Message Date and Time Modification
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 Message date and time can also be 

fabricated to show that message 

has been received before/after 

the original date and time.



WhatsApp Chat Modification
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 Even with end to end encryption 

WhatsApp messages can be 

modified.



IP ADDRESS AS EVIDENCE

IP Address provides only the location at which one of

any number of computer devices, much like a

telephone number can be used for any number of

telephones.

Thus it is no more likely that the subscriber to an IP

address carried out a particular computer function.
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SECTION 65(B)(4)
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Under the section 65(B)(4) the certificate which identifies the electronic record

containing the statement and describes the manner in which it was produced giving the

particulars of the device involved in the production of that records and deals with the

conditions mentioned in Section 65(B)(2) and is signed by a person occupying a

responsible official position in relation to the operation of the relevant device shall be

evidence of any matter stated in the certificate.



CONTENTS OF THE CERTIFICATE 
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Following points are the necessary to be covered in the certificate to prove the

authenticity of the evidence.

That the information contained in the hard disks of the mentioned electronic

device was regularly recorded into them in the ordinary course of activity.

That during the period in question the mentioned device were operating properly

at all times and there have been no such operational problems so as to affect the

accuracy of electronic record.

That the computer hardware and software used in the computer system have built

in security systems.



WHEN IS IT APPLICABLE?
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 When signed by a person occupying a responsible official position in relation to 

operation of relevant device.

 Source, authenticity which are the two hallmarks pertaining to electronic record 

sought to be used as evidence.

 Only if the  electronic record is duly produced in the terms of the Section 65-B 

of Indian Evidence Act, the question would arise as to the genuineness thereof 

and in that situation, resort can be made to Section 45A- opinion of examiner of 

electronic evidence.



TEMPLATE OF THE CERTIFICATE
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CASES WHERE 65-B WAS NOT GIVEN,BUT 

THE EVIDENCE WAS CONSIDERED
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TIME OF 65-B(4) CERTIFICATE
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PRODUCTION OF A FRESH CERTIFICATE
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PERSON COMPETENT TO PRODUCE THE 

CERTIFICATE
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ELECTRONIC EVIDENCE AS PRIMARY 

EVIDENCE (NO CERTIFICATE REQUIRED)
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MOBILE PHONE FALLS UNDER THE 

DEFINITION OF COMPUTER
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DIRECTIONS ON ADMISSIBILITY OF EMAILS
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